
Information Technology Professional Services Agreement 

THIS INFORMATION TECHNOLOGY PROFESSIONAL SERVICES AGREEMENT 
(this “Agreement”) is made by and between Cornell University, a New York not-for-profit education 
corporation, (“Cornell”) on behalf of its ______________________________________ (“College/Unit”), 
and _____________________________________________________________________ (“Consultant”) 
as of the Effective Date.  

For good and valuable consideration, the parties agree as follows: 

1. General Purpose. The general purpose of this Agreement is to engage the services of Consultant
to perform the services and provide the deliverables described in Schedule A (the “Services” or “Scope of
Services”). The surrounding facts and circumstances are more fully set out in the attached:
Schedule A (Scope of Services), Schedule B (Project Timetable and Task Description), Schedule C
(Payment Amount and Schedule), Schedule D (Consultant’s Personnel), Appendix 1 (Insurance
Requirements), and Appendix 2 (Information Technology Standard Terms and Conditions), all of which
are incorporated by this reference.

2. General Duties of Consultant.

2.1 Consultant shall perform the Services in accordance with the attached Schedules and in 
accordance with professional standards for performing services of a similar kind. Consultant warrants that 
all persons assigned by Consultant to the performance of this Agreement (or any specified subcontractor) 
are fully qualified to perform the Services required. Cornell has assigned a representative (“Cornell’s 
Representative”) to provide direction to Consultant with respect to the Services. Consultant’s personnel 
who will perform the Services are listed in Schedule D. Consultant may not replace or reassign such 
personnel without the prior written consent of Cornell’s Representative. If applicable, Consultant shall 
replace personnel with a person having at least equivalent experience and qualifications. Cornell shall 
have the right to review and approve such replacement personnel. 

2.2 Subject to Section 2.1 above, Consultant may assign the performance of any portion of the 
Services to a subcontractor; provided that Consultant shall be fully responsible for any and all acts and 
omissions of any subcontractor in connection with the performance of this Agreement. All terms, 
conditions and requirements of this Agreement will apply without qualification to any services performed 
or goods provided by any subcontractor. 

3. Period of Performance. Consultant agrees that all Services provided under this Agreement shall
commence on ____________, 20_____ and be completed no later than _____________, 20_____ (the
“Term”). Consultant shall adhere to the timetable in Schedule B unless such period is otherwise extended
by Cornell in writing. Consultant shall be responsible to Cornell for any damage caused by its failure to
comply with the timetable.

4. Compensation. Subject to the terms and conditions of this Agreement, Cornell shall pay
Consultant an amount not to exceed $___________________ in exchange for the Services. The schedule
of payments is contained in Schedule C. Consultant shall submit all invoices to Cornell Accounts
Payable, 377 Pine Tree Road, Ithaca, NY 14850 or emailed to dfa-4040_invoice@cornell.edu, referencing
the purchase order number. Notwithstanding any other provisions of this Agreement, the total amount
payable by Cornell for the Services will be determined by applying the stated rate of compensation to the
services actually performed by Consultant. Consultant will not render the Services and Cornell will not be
required to pay for any services in excess of the amount stipulated above, unless Consultant has first
secured prior written approval from Cornell through a contract amendment.
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5. Payment Terms. Consultant shall be paid after Cornell’s receipt from Consultant of properly 
prepared invoices in accordance with Cornell’s invoicing instructions as further set forth below in this 
Section. Cornell may make adjustments to Consultant’s invoice due to shortages, rejection, or other 
failure to comply with the provisions of this Agreement. Discount periods, if any, shall commence after 
the latest of final acceptance, delivery, receipt of any required documentation, or receipt of invoice. 
Delays in receiving the invoice, errors or omissions on the invoice, or lack of supporting documentation 
required by the terms of this Agreement will be cause for withholding settlement without losing prompt 
payment discount privilege. Invoices must be accompanied by transportation receipt if transportation is 
payable as a separate item. Consultant shall submit an original invoice to Cornell promptly after each 
shipment, if applicable, in accordance with the instructions on the purchase order. If Consultant elects to 
use paper or email invoices, all payments are due either (i) within sixty (60) days following Cornell’s 
receipt of the invoice if receiving check payments, or (ii) forty-five (45) days following Cornell’s receipt 
of the invoice if Consultant is enrolled to receive direct deposit payments. If Consultant elects to register 
for electronic invoicing and direct deposit payments through the Automated Clearing House (ACH), then 
all payments are due Net 30 days after the receipt of invoice. 
 
6. Tax Withholding for Domestic and Foreign Consultants. All payments from Cornell to 
Consultant under this Agreement may be subject to tax withholding. Cornell reserves the sole right and 
discretion to withhold tax where it believes it is required to do so under the tax laws of any jurisdiction. 
By accepting this Agreement, the Consultant is relinquishing all claims against Cornell for any amounts 
withheld and remitted by Cornell to a tax authority. It is the Consultant’s sole responsibility to provide 
Cornell with timely, complete, accurate, and legible forms and/or documents necessary to claim a 
reduction or elimination of withholding taxes (e.g., Form W-8BEN). Cornell reserves the sole right and 
discretion to make the determinations as well as whether such forms and/or documents are sufficient to 
reduce or eliminate withholding tax on any payment to the Consultant. 
 
7. Independent Contractor Status. Consultant is an independent contractor and not an employee, 
partner, or joint venturer of Cornell. Consultant is not an agent of Cornell, nor is it authorized to transact 
business, enter into agreements, or otherwise make commitments on behalf of Cornell, unless expressly 
authorized in writing by an authorized representative of Cornell. Cornell will not pay or withhold federal, 
state, or local income tax or other payroll tax of any kind on behalf of Consultant or its employees. 
Consultant is not eligible for, not entitled to, and shall not participate in any of Cornell’s pension, health, 
or other benefit plans. Consultant is solely responsible for the payment of all required payroll taxes, 
whether federal, state, or local in nature, including, but not limited to income taxes, Social Security taxes, 
Federal Unemployment Compensation taxes, and any other fees, charges, licenses, or payments required 
by law.  
 
8.  Use of Cornell Data. Cornell shall retain, as between the parties, exclusive ownership of all data, 
material, books, records, and information in any format or medium (including provided orally) submitted 
or made available to Consultant by Cornell or by any other person acting on behalf of Cornell 
(collectively, “Cornell Data”), unless otherwise publicly available. Subject to terms and conditions 
contained in Section 11. Intellectual Property, Consultant is granted a limited, non-transferrable, non-
sublicensable, nonexclusive license to use such Cornell Data solely for the purpose of performing its 
obligations under this Agreement. Consultant will provide access to Cornell Data only to those Consultant 
employees, subcontractors and agents who need to access the data to fulfill Consultant’s obligations under 
this Agreement. Consultant shall not access or use Cornell Data to create aggregated or de-identified 
data nor use Cornell Data as training data in generative artificial intelligence systems unless 
directed by Cornell. Upon expiration or termination of this Agreement, Consultant will return to Cornell 
in a readily usable format, remove, or securely delete or destroy, as directed by Cornell, all Cornell Data.  
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9.  Access to Data, Response to Legal Demands or Requests for Data.  
 
9.1 Cornell shall have the right, at all times during the term of this Agreement, to access, copy and/or 
remove any and all Cornell Data and information from Consultant. In addition, in connection with 
Cornell’s response to an e-discovery request or other legal proceeding, governmental request, or other a 
claim or demand upon receipt of written request from Cornell, Consultant will provide Cornell with any 
existing logs or other Cornell Data and information upon receipt of a written request from Cornell. 
 
9.2  If Consultant (a) files a petition seeking to take advantage of any law relating to bankruptcy or 
insolvency, (b) is adjudicated to be bankrupt, (c) is the subject of a petition seeking liquidation, 
reorganization, winding-up, dissolution or adjustment of indebtedness, (d) becomes insolvent or makes an 
assignment for the benefit of creditors, or (e) has a receiver appointed on its behalf, Consultant will return 
in a readily usable format, remove, or destroy, as directed by Cornell, all Cornell Data and information. 
 
9.3  Upon receipt of valid legal process (the “Legal Request”) seeking Cornell Data, Consultant will 
attempt to redirect the requesting third party to Cornell and/or request that the third party notify Cornell of 
its Legal Request. If Consultant’s redirecting efforts are unsuccessful, and provided Consultant is not 
prohibited by law from doing so, Consultant will provide commercially reasonable notice to Cornell of 
the Legal Request, prior to disclosure of any Cornell Data, which would include, to the extent permitted 
by law, a copy of the Legal Request received by Consultant from the third party. Consultant will 
thereafter respond to the Legal Request in the time permitted unless Cornell has taken appropriate legal 
steps (e.g., Motion to Quash or Motion for a Protective Order) to stop or limit Consultant’s response. 
 
9.4  If any legal process is served on Cornell to which Cornell intends to respond, then Consultant will 
provide Cornell with access to any or Cornell Data in Consultant’s possession requested by Cornell 
together with any necessary encryption keys. If Cornell is unable to access any Cornell Data using the 
tools and documentation provided by Consultant, then, upon request, Consultant will provide 
commercially reasonable assistance to enable Cornell to obtain the Cornell Data. 
 
10. Confidentiality.  
 
10.1 Consultant shall not directly or indirectly disseminate or otherwise disclose, deliver, or make 
available to any person outside its organization any Confidential Information (as defined below) without 
Cornell’s prior, express, written consent or as otherwise expressly permitted by this Agreement. 
Consultant shall protect Confidential Information with the same degree of care used to protect its own 
proprietary or confidential information from unauthorized use or disclosure, which shall not be less than a 
reasonable degree of care. Consultant shall use Confidential Information solely for purposes of its 
performance of the Services and shall not use Confidential Information for any other purpose without the 
prior written consent of Cornell. Consultant may disclose Confidential Information only to persons within 
its organization who have a need to receive such Confidential Information in order to perform 
Consultant’s obligations under this Agreement and who are bound by confidentiality and non-use 
obligations with respect to the Confidential Information in a manner that is consistent with the terms of 
this Section.  
 
10.2 Notwithstanding the foregoing, Consultant’s obligations with respect to Confidential Information 
shall not apply to any information that: (a) is or becomes publicly available in a manner not involving 
Consultant’s violation of this Agreement or any other agreement to which Consultant is a party; (b) was 
known to Consultant at the time it was disclosed, other than by previous disclosure by or on behalf of 
Cornell, as evidenced by Consultant’s written records at the time of disclosure; (c) is independently 
developed by Consultant outside the scope of this Agreement without use of or reference to any 
Confidential Information; or (d) is lawfully and in good faith made available to Consultant by third 
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persons without the breach of any confidentiality obligation of which Consultant is or reasonably should 
be aware.  
 
10.3 As used in this Agreement, the term “Confidential Information” means all information disclosed 
by or on behalf of Cornell to Consultant in connection with this Agreement or Consultant’s performance 
of the Services, whether orally or in writing, that is designated as confidential or that reasonably should 
be understood to be confidential given the nature of the information and the circumstances of disclosure. 
Confidential Information includes, without limitation, the terms of this Agreement; work performed and 
deliverables provided by Consultant to Cornell pursuant to this Agreement; Cornell Data; Cornell’s 
scientific, technical, trade or business information; information pertaining to Cornell’s information 
security, physical security, network security, systems security, or staff security; Cornell’s business, 
development, or construction needs, plans, methods, or proposals; and financial information. 
 
10.4 If required by law or by order of a court of competent jurisdiction, then Consultant may disclose 
Confidential Information to a governmental authority, provided that Consultant shall: (i) make reasonable 
efforts to give Cornell notice of such requirement prior to disclosure (which must include a copy of any 
applicable subpoena or order) in order to permit Cornell to obtain, at its own expense, protective 
treatment of such Confidential Information and (ii) limit the disclosure only to such portion of the 
Confidential Information that it is required by law or such court order to disclose. If Consultant breaches 
its confidentiality obligations, Cornell shall have all rights available to it at law and in equity to enforce 
the provisions in this Section including, but not limited to, applying to a court of competent jurisdiction 
for specific performance and/or injunctive relief.  
 
10.5 The obligations of this Section shall expressly survive the expiration or earlier termination of this 
Agreement. 
   
11. Intellectual Property.  
 
11.1. Ownership. 
 
11.1.1. Cornell shall own all information, deliverables, and other work product developed, created, 
produced, or otherwise obtained by Consultant pursuant to this Agreement. 
 
11.1.2. Any copyrightable work (“Work”) developed in the course of Consultant’s performance under 
this Agreement shall be deemed “work made for hire” under federal copyright law and all interests in 
such Work shall belong to Cornell. To the extent any such Work does not constitute a “work made for 
hire” under copyright law, Consultant hereby grants, transfers, assigns, and conveys to Cornell and its 
successors and assigns the entire right, title, and interest in the Work or any part of the Work, including 
but not limited to, the right to: reproduce, prepare derivative works, distribute by sale, license or other 
transfer, perform publicly, display, and to secure copyrights or patents and renewals, reissues, and 
extensions of any such copyrights or patents in the United States of America or any foreign country. 
 
11.1.3. Any patentable invention conceived or reduced to practice in the course of Consultant’s 
performance under this Agreement shall be the property of Cornell, and Cornell has the right to secure 
patents, reissues, and extensions of the same in the United States of America or any foreign country. 
Whether a copyright or patent in the Work will be maintained or registered in the United States of 
America or any foreign country shall be at the sole discretion of Cornell. 
 
11.1.4. Consultant agrees to cooperate fully with Cornell in the preparation and execution of all 
documents necessary or incidental to the assignment in this Section and the protection 
and preservation of rights herein granted to Cornell. The obligations of this Section shall 
expressly survive the expiration or earlier termination of this Agreement. 
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11.1.5. Notwithstanding the foregoing, Consultant owns and shall retain ownership to all of its pre-
existing intellectual property, including all rights, title, and interest to inventive intellectual property 
conceived or acquired by Consultant external to or pre-dating this Agreement consistent with U.S. patent 
law (“Background IP”). Consultant agrees that Cornell may use Consultant’s Background IP in 
connection with the Services. Consultant hereby grants to Cornell a perpetual, worldwide, non-exclusive, 
non-terminable, fully transferable, royalty-free, fully paid up right and license to use any Background IP 
incorporated into the Services or any deliverable. All Services and deliverables exclusive of Consultant’s 
Background IP shall be owned by Cornell to the extent such remainder is functionally separable. Nothing 
in this Agreement shall restrict Cornell from owning any ideas, concepts, know-how, techniques, or 
experience developed by its personnel while carrying out the Services under this Agreement. This 
Agreement does not give Consultant any rights, implied or otherwise, information, or intellectual 
property, except as expressly stated in this Agreement.  
 
11.1.6. If Consultant includes third-party owned assets in the deliverables (“Third-Party Assets”), 
Consultant shall obtain all licenses for such Third-Party Assets from the rights holder for inclusion in the 
deliverables. Upon Cornell’s request, Consultant will provide Cornell with the source from which it 
obtained such Third-Party Assets and, as an alternative, Cornell may request to negotiate and obtain 
licenses directly from the source of the Third-Party Assets if deemed necessary by Cornell. 
 
11.2. Non-infringement Warranty. Consultant warrants and represents that the Services and all work 
provided under this Agreement will not infringe, individually or collectively, any patent, copyright, trade 
secret, or other proprietary right of any third party; and Consultant has no reason to believe that any 
patent, copyright, trade secret, or other proprietary right of any third party may be infringed by 
Consultant’s provision of the Services and any work under this Agreement.  
 
12. Termination.  
 
12.1 Termination for Convenience. Cornell may terminate this Agreement at any time without cause 
upon thirty (30) days’ written notice to Consultant.  
 
12.2 Termination for Cause. Either party may terminate this Agreement immediately upon notice for 
the following reasons:  
 
(i) the other party’s non-performance or other breach of the Agreement if not cured within thirty (30) 
days. 
 
(ii) Conflict of Interest between a Cornell employee and Consultant. For purposes of this Agreement, a 
“Conflict of Interest” may be deemed present if, in Cornell’s reasonable judgment, a Cornell employee 
who reviews, approves, or administratively manages this Agreement and/or a member of such Cornell 
employee’s family has a significant financial interest in the Consultant, is directly involved in performing 
obligations under this Agreement on behalf of Consultant, or receives any personal financial advantage or 
compensation from this transaction. In this Section, the terms “family” and “significant financial interest” 
have the same meaning as defined in the university conflicts of interest policy. 
 
(iii) In the event of any suspension of payment or the institution of any proceedings by or against the 
other party voluntary or involuntary, in bankruptcy or insolvency, or under the provisions of the Federal 
Bankruptcy Act, or for the appointment of a receiver or trustee or an assignee for the benefit of creditors 
of the property of the other party.  
 
13. Effect of Termination. In event of termination, Consultant is obligated to provide Cornell with 
copies of any and all Work in progress and complete Work created in the course and scope of this 
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Agreement on or before the date of termination. Except in the event of termination for cause, Consultant 
shall be entitled to payment for Services performed to the satisfaction of Cornell prior to termination, if 
any, and explicitly waives any right to additional or other amounts of any kind, including based on 
quantum meruit or other similar theory. 
 
14. Indemnification. Consultant shall release, defend, indemnify, and hold harmless Cornell and its 
trustees, officers, agents, and employees from all liability, suits, actions, or claims of any character, name, 
or description including reasonable attorneys’ fees, brought on account of any injuries or damage, or loss 
(real or alleged) received or sustained by any person, persons, or property, arising out of the Services or 
any other work provided under this Agreement, and/or Consultant’s failure to perform or comply with any 
requirements of this Agreement, including, but not limited to, any claims for personal injury, property 
damage, breach of warranty, or infringement of copyright, patent, or other proprietary right. Consultant 
indemnifies Cornell, and its agents, officers, employees and trustees, and holds each harmless against any 
fines, damages, assessments, or attorney fees in the event a court or administrative agency shall find that 
Consultant or anyone or entity engaged through Consultant is an employee of Cornell. Cornell reserves 
the right to retain whatever funds which would be due to Consultant under this Agreement until such 
suits, action or actions, claim or claims for injuries or damages as aforesaid are settled and satisfactory 
evidence to that effect furnished. These obligations shall expressly survive the expiration or earlier 
termination of this Agreement.  
 
15. Insurance.  
 
15.1.  Insurance Coverages. Consultant shall procure and carry insurance to financially support 
indemnification of Cornell as provided herein, and shall provide certificates of such insurance, upon 
request. Annual automatic renewals of the certificate(s) of insurance must be requested from the 
Consultant’s insurance carrier and sent to Cornell upon the annual expiration date of the insurance 
policies. For the Term of the Agreement, Consultant shall procure, at its sole cost and expense, the 
insurance coverages in Appendix 1, Insurance Requirements. 
 
15.2.  Other Insurance-Related Requirements. 
 
15.2.1. The limits of insurance stated in Appendix 1 for each type of insurance are minimum limits only; 
if any policy provided by Consultant provides limits greater than those stated, then the additional insureds 
will be entitled to the full limits of such policy and this Agreement shall be deemed to require such full 
limits. Except with respect to Professional Liability, all policies shall contain a waiver of subrogation. 
Consultant shall be responsible for all deductibles under its policies and all defense costs if its policies do 
not cover such expenses. 
 
15.2.2. All policies required to be maintained shall be issued by an insurance company licensed or 
authorized to do business in New York State with a rating of A- VII or better by A.M. Best. 
 
15.2.3. All contractors and subcontractors used by the Consultant to provide Services under this 
Agreement shall be required to comply with the insurance requirements in this Agreement. 
 
15.2.4. Insurance coverage in the minimum amounts shall not relieve the Consultant or any of its 
subcontractors of any liability, nor shall it preclude Cornell from exercising any rights or taking such 
other actions as are available to it under the law. 
 
15.2.5. A Certificate of Insurance is required evidencing all coverages outlined above prior to 
commencement of work. Further, each policy shall contain provisions giving Cornell at least 30 days 
written (10 days in the case of non-payment) notice of cancellation, non-renewal, or other change in 
coverage. 
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15.2.6. Cornell reserves the right to require additional coverage or to increase limits depending upon the 
liability exposure in the scope of work in this Agreement. 
 
15.2.7.  Cornell’s failure to enforce these requirements shall not be considered a waiver of the 
requirements. Any changes to these requirements shall only be made in writing and agreed upon by all 
parties. 
 
15.2.8.  Consultant shall not do or permit anything to be done that would invalidate the insurance policies 
required herein. 
 
16. Compliance with Applicable Laws and University Policies. Consultant is subject to applicable 
Cornell University regulations and policies, and all applicable federal, state, and local laws and 
regulations. Further, Consultant, its employees, contractors and agents shall act at all times in a 
professional and ethical manner, and shall not engage in harassing, retaliatory, or discriminatory behavior 
of any kind. If Consultant violates any of these obligations or otherwise engages in behavior on Cornell 
property that is considered to be detrimental to students or Cornell, or for any other reason in Cornell’s 
sole discretion, Cornell shall have the right to terminate this Agreement without prior notice. Prior to 
gaining access to Cornell’s facilities in order to perform Services, Consultant personnel will execute 
Cornell’s document(s) required for access privileges and shall at all times act in compliance with 
Cornell’s policies and procedures. Consultant and all individuals assigned by Consultant to a project 
under this Agreement must comply with Cornell policies.  
 
17. Nondiscrimination; Equal Employment Opportunity. Cornell is an equal opportunity 
employer and federal contractor or subcontractor. Consultant shall abide by Cornell’s nondiscrimination 
policies, as described in Cornell University’s Equal Education and Employment Opportunity (EEEO) 
Statement (https://hr.cornell.edu/about/workplace-rights/equal-education-and-employment). If Consultant 
is a federal subcontractor for Cornell, Consultant and all subcontractors shall abide by the requirements of 
41 CFR §§ 60-1.4(a) and 1.4(b), incorporated by reference. Further, Consultant and all subcontractors 
shall abide by the requirements of 41 CFR § 60-300.5(a) and 41 CFR § 60-741.5(a), incorporated by 
reference. These regulations prohibit, respectively, discrimination against qualified protected veterans and 
qualified individuals on the basis of disability and require affirmative action by covered prime contractors 
and subcontractors to employ and advance in employment qualified protected veterans and qualified 
individuals with disabilities. If Consultant is a federal subcontractor for Cornell, upon request Consultant 
will provide to Cornell a copy of its written polic(ies) or other documentation to comply with Section 503 
of the Rehabilitation Act of 1973 (Section 503) and the Vietnam Era Veterans Readjustment Assistance 
Act (VEVRAA) and implementing federal regulations. 
 
18. Advertisement. Consultant may not use the name Cornell or any variation of the Cornell name, 
including logos and trademarks of any kind, or those of any of Cornell’s colleges, divisions, departments, 
or programs, for advertising or publicity purposes without first obtaining the written consent of Cornell in 
each instance. 
 
19. Inspection and Right to Audit. Cornell shall at all times have access to review the ongoing work 
of Consultant for purposes of inspecting the same and determining that the Services are being performed 
in accordance with the terms of this Agreement. Throughout the Term of this Agreement, and for a period 
of three years after the later of final payment, expiration or termination, or longer if required by law, 
Cornell, at its own expense, shall be entitled to perform, or to have performed by a third party of Cornell’s 
choosing, during normal business hours and upon ten (10) days’ notice, an on-site audit of any and all 
relevant records of Consultant necessary to permit Cornell to evaluate and verify Consultant’s compliance 
with the requirements of this Agreement. Consultant grants Cornell permission to view and/or copy any 
books, documents, records, data, and information (including data and information stored in electronic 
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form) of Consultant which relate to or have been used in connection with the performance of this 
Agreement. Consultant also grants Cornell permission to interview Consultant’s staff and agents as part of 
the audit. If applicable, Consultant agrees to provide Cornell with adequate and appropriate workspace for 
conducting the audit. If Cornell, in its sole discretion, determines that an on-site audit is not necessary, 
Consultant agrees to complete, within thirty (30) days of receipt, an audit questionnaire provided by 
Cornell. Consultant shall refund to Cornell any overcharges discovered by Cornell, or by a third party of 
Cornell’s choosing, within thirty (30) days following Consultant’s acceptance of Cornell’s written 
notification of audit findings. Consultant may not unreasonably withhold or delay acceptance of audit 
findings. Consultant shall include this audit provision in any subcontracts that it may issue under this 
Agreement. 
 
20. FERPA and HIPAA Compliance.  
 
20.1. FERPA. To the extent that performance of the Services under this Agreement involves disclosure 
to Consultant of personally identifiable information from student education records protected by the 
Family Educational Rights and Privacy Act (FERPA) (“Student Information”), the following obligations 
shall apply. Consultant acknowledges that for the purposes of this Agreement, it will be designated as a 
“school official” with “legitimate educational interests” in the Student Information, as those terms have 
been defined under FERPA and its implementing regulations, and Consultant agrees to abide by the 
limitations and requirements imposed by 34 CFR 99.33(a) on school officials. Consultant will use Student 
Information only for the specific purpose of fulfilling its obligations under this Agreement. Consultant 
may not disclose Student Information to or share any Student Information with any other party or for any 
other purpose without the prior written consent of the student. Without limiting the foregoing, Consultant 
will not use such information for Consultant’s own benefit or engage in “data mining” of Cornell Data or 
communications, whether through automated or human means, except as necessary to fulfill its specific 
obligations under this Agreement. Consultant agrees that prior to releasing any Student Information to any 
subcontractor or agent, Consultant will require such subcontractor or agent to agree in writing to terms 
substantively similar to the obligations in this Section. Promptly following the termination or expiration 
of this Agreement, Consultant shall return to Cornell or certify in writing to Cornell the destruction of all 
Student Information (including that provided to or obtained by its subcontractors or agents) disclosed to 
Consultant in connection with this Agreement.  
  
20.2. HIPAA. If Cornell determines that Consultant’s performance under this Agreement requires 
compliance with the Health Insurance Portability and Accountability Act (HIPAA), Consultant agrees to 
enter into any and all additional documents or amendments Cornell deems necessary to address HIPAA 
compliance, including, without limitation, a Business Associate Agreement in substantially the form 
provided by Cornell. 
 
21.  Compliance with Personal Data Protection and Privacy Laws. Consultant will comply in all 
respects with applicable laws and regulations relating to privacy and the collection, processing, and use of 
personal data, including those of the United States and any other country to the extent applicable to the 
processing of personal data under this Agreement (together, the “Privacy Laws”). Consultant agrees to 
process personal data for which Cornell is the controller (as defined under any applicable Privacy Law) 
only to the extent necessary to perform its obligations under this Agreement, and to implement and 
maintain appropriate technical and administrative safeguards (as defined in the applicable Privacy Laws) 
to prevent the unauthorized access, use or disclosure of such data. Consultant further agrees to allow 
Cornell staff or representatives to examine such measures upon request, and to take all reasonable steps to 
ensure the reliability of any Consultant personnel who will have access to personal data. Without 
prejudice to Consultant’s obligations set out above, Consultant will report to Cornell within forty-eight 
(48) hours any loss, damage, or destruction of any personal data processed under this Agreement for 
which Cornell is a controller, regardless of whether such personal data constitutes Cornell Data. If 
required or deemed advisable for compliance with the Privacy Laws, then Cornell and the Consultant 
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agree to execute Cornell’s Personal Data Processing Agreement (PDPA) or other required documentation 
under applicable Privacy Laws. For purposes of this Section, “personal data” means information relating 
to an identified or identifiable individual, and an “identifiable individual” means one who can be 
identified, directly or indirectly, by use of any identifier or characteristic specific to that individual. 
 
22. Export Control Compliance. Consultant acknowledges that it is subject to U.S. export control 
laws and regulations (collectively, “Export Control Laws”), which include (without limitation) the 
International Traffic in Arms Regulations (“ITAR”), the Export Administration Regulations (“EAR”), and 
regulations and orders administered by the Treasury Department’s Office of Foreign Assets Control 
(“OFAC Regulations”). Consultant agrees to comply with all Export Control Laws. Consultant shall not 
disclose any technology or technical data subject to Export Control Laws unless and until a plan for the 
transfer, use, dissemination, and control of the information has been approved in writing by Cornell’s 
Export Control Office. Furthermore, Consultant represents and warrants that it is not an entity or 
individual identified on, or owned by a party identified on, any denied or restricted party list under Export 
Control Laws. 
 
23. DOJ Rule: 28 CFR Part 202. At all times, the parties shall comply with 28 CFR Part 202, 
“Preventing Access to Americans’ Bulk Sensitive Personal Data and U.S. Government-Related Data by 
Countries of Concern or Covered Persons.” 
 
23.1 No Data Brokerage Agreement. The parties shall not engage in any data brokerage arrangement, 
i.e. the sale or licensing of data or similar commercial transactions, where the recipient did not collect or 
process the data directly from the individuals linked or linkable to the data, as prohibited under 28 CFR 
Part 202. Further, the parties shall not engage in any data broker arrangement involving access to bulk 
human’omic data or to human biospecimens from which such data could be derived. If Consultant knows 
or suspects that Consultant has gained access to “government-related data” or “bulk U.S. sensitive 
personal data” (as those terms are defined in 28 CFR Part 202) under this Agreement, Consultant shall 
immediately inform Cornell’s Representative. Failure to comply with this reporting requirement will 
constitute a material breach of this Agreement and may constitute a violation of 28 CFR Part 202. Upon 
receipt of such notification, Cornell may immediately terminate this Agreement if Cornell determines, in 
its sole discretion, that continuing performance of this Agreement would violate applicable law, including 
without limitation, 28 CFR Part 202. 
 
23.2 Below Threshold Limits. Except where the parties agree in writing that this Agreement is exempt 
under 28 CFR Part 202, Subpart E, Cornell shall not provide, give access, transfer, or share with 
Consultant any “government-related data” (in any amount) nor “bulk U.S. sensitive personal data” over 
the thresholds stated in 28 CFR Part 202, as defined therein. Bulk U.S. sensitive personal data includes 
the following kinds of sensitive personal data (or any combination thereof) relating to U.S. persons (even 
if anonymized, pseudonymized, de-identified, or encrypted) that exceed listed thresholds in any given 12-
month rolling period where Cornell is the party sharing access: Covered personal identifiers (more than 
100,000 U.S. persons); Precise geolocation data (collected on or maintained on 1,000+ U.S. devices); 
Biometric identifiers (collected on or maintained on 1,000+ U.S. persons); Human ‘omic data (collected 
on or maintained on 1,000+ U.S. persons, or in the case of human genomic data, 100+ U.S. persons); 
Personal health data (collected on or maintained on 10,000+ U.S. persons) and Personal financial data 
(collected on or maintained on 10,000+ U.S. persons), as more specifically described in 28 CFR 202, 
Subpart B. Further, Cornell shall have the right to modify the volume of data transmitted to Consultant 
under this Agreement if Cornell determines, in its sole discretion, that provision of such data will violate 
28 CFR Part 202 or other applicable law. 
 
 
24. Force Majeure. A Party shall be excused from liability for its failure or delay in performance of 
an obligation under this Agreement to the extent the failure or delay results from causes beyond that 
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party’s reasonable control including, but not limited to, a fire, a flood, an explosion, an earthquake, a 
natural disaster or any other act of God, as well as a pandemic, an epidemic, a recognized health threat as 
determined by any federal, state or local government or quasi-governmental authority (including the 
federal Centers for Disease Control), civil unrest, a strike or labor disturbance, war or threat of war, 
terrorism or a threat of terrorism, a governmental or quasi-governmental order or directive to “shelter in 
place”, or any other event, occurrence, order or directive similar to those enumerated above (each, a 
“Force Majeure Event”). A Force Majeure Event may also include a then-current order, policy, rule or 
regulation imposed by Cornell University based upon the health and safety of its student body, faculty, 
staff and/or broader community. A party seeking to rely on this provision shall (i) use reasonable diligence 
to remove the condition that prevents performance and shall not be entitled to suspend performance of its 
obligations in any greater scope or for any longer duration than is required by the Force Majeure event, 
(ii) use its commercially reasonable efforts to mitigate the effects of such Force Majeure Event, remedy 
its inability to perform, and resume full performance of its obligations under this Agreement, and (iii) 
promptly provide notice of failure or delay in performance due to a Force Majeure Event to the other 
party, including anticipated impact on performance and efforts to mitigate the failure or delay. The party 
shall provide such notice within ten (10) days prior to the required performance unless the circumstances 
and/or conditions giving rise to the Force Majeure Event necessitate a shorter notice period. 
 
25. Notices. All notices given or required to be given pursuant to this Agreement shall be in writing 
and shall be deemed sufficient upon: (i) personal delivery; (ii) delivery by email with confirmation of 
receipt; or (iii) the third business day after first class certified mailing, in each case to the addresses first 
written above or to such other address as may be specified in writing by the parties for notice purposes. 
 
26. Effective Date. The effective date of this Agreement shall be the later of the two dates of 
signature below. 
 
27. Waiver. A delay or failure by either party to exercise any right under this Agreement will not 
constitute a waiver of that or any similar or future right. 
 
28. Authority; Binding Agreement. Each party warrants that: (a) it has all requisite power and the 
authority to enter into this Agreement; (b) it is not under, and will not enter into, any obligation to any 
person or entity, contractual or otherwise, that is conflicting or inconsistent in any material respect with 
the terms of this Agreement or that would impede the diligent and complete fulfillment of its obligations 
under this Agreement; and (c) entering into this Agreement is not restricted or prohibited by any existing 
agreement to which it is a party. This Agreement shall be binding upon and shall inure to the benefit of the 
parties hereto and their respective permitted successors and permitted assigns. 
 
29. Severability. In the event that any provision of this Agreement is held to be invalid, illegal, or 
unenforceable, then that provision will be limited or eliminated to the minimum extent necessary, and the 
remaining provisions of this Agreement will remain in full force and effect. 
 
30. Survival. The provisions of this Agreement which expressly or by their nature survive expiration 
or termination of this Agreement will remain in effect after the expiration or termination of this 
Agreement. 
 
31. No Third-Party Beneficiary Rights. This Agreement is not intended and shall not be construed 
to give any person or entity other than Consultant and Cornell any interests or rights in connection with 
this Agreement except as otherwise expressly stated. 
 
32. Assignment. Consultant may not assign, transfer, or delegate any of or all of its rights or 
obligations under this Agreement, voluntarily or involuntarily, including by change of control, merger, 
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operation of law, or any other manner, without the express prior written permission of Cornell. Any 
purported assignment or delegation in violation of this Section shall be null and void. 
 
33. Governing Law; Dispute Resolution; Jurisdiction. This Agreement will be interpreted under, 
and be governed by, the laws of the State of New York, without regard to its conflict of laws principles. 
The parties shall strive to settle amicably, in good faith, and with due diligence any dispute arising from 
or relating to this Agreement. The parties agree if such attempts to resolve a dispute are unsuccessful, then 
any claims, suits, actions, or proceedings between the parties arising in whole or in part under or in 
connection with this Agreement will be brought in the state courts of Tompkins County, New York or the 
federal district court for the Northern District of New York. Each party irrevocably consents to personal 
jurisdiction and exclusive venue in such courts and waives any related claim of improper forum. 
 
34. Entire Agreement. This Agreement, including all incorporated appendices, exhibits, and 
attachments, represents the entire understanding of the parties and may not be modified except by written 
agreement of the parties and supersedes all prior written and/or oral agreements. Any terms or conditions 
on Consultant’s quote, invoice, statement of work, or other similar document related to this Agreement, 
including any online terms or click-through agreements, are expressly rejected and are deemed void. This 
Agreement may be executed in counterpart signatures each of which when executed and delivered will 
together constitute one and the same instrument. In the event of a conflict between the terms in this 
Agreement and the terms of any other agreement, including a purchase order, the terms in this Agreement 
shall control. 
 
 

(Appendices, Schedules, and Signature Page Follow) 
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APPENDIX 1 
INSURANCE REQUIREMENTS 

 
At all times during the Term of this Agreement, Consultant will procure and maintain the following 
insurance coverages: 
 

A. Statutory Worker’s Compensation Insurance: under the laws of the State of New York and any 
other laws that may be applicable thereto.  Coverage “B” Employers’ Liability must have limits 
of at least $1,000,000 per accident for bodily injury and disease. Where permitted by law and 
allowed by insurance, the Consultant’s policy shall be specifically endorsed to waive any rights of 
subrogation against Cornell, its subsidiaries, and its directors, officers, and employees.  For 
Longshore, Harbor, or Maritime Workers the the policy shall be endorsed to include United 
States Longshore and Harbor Workers Compensation Act (USL&H) and/or Jones Act insurance. 

B. Commercial General Liability Insurance: subject to at least $1,000,000 each occurrence and 
$2,000,000 aggregate. Coverage must be provided for Bodily Injury Liability, Broad Form 
Property Damage Liability, Contractual Liability, and Products-Completed Operations coverage. 
Completed Operations coverage is to be maintained for a minimum period of three (3) years after 
completion of the Agreement. The policies shall be primary and non-contributory.  Cornell 
University shall be included as an additional insured in the policy utilizing additional insured 
endorsements CG 20 10 07 04 and CG 20 37 07 04 or their equivalents. Coverage shall not 
contain exclusions for claims related to (New York) labor law. Consultant must expressly hold 
harmless, defend and indemnify Cornell as an additional insured for any suits referencing or 
seeking recovery under New York Labor Law §§ 200, 240, 240(1), 241, 241(6) and any related 
sections, and their insurance certificate or accompanying letter from an authorized representative 
must specifically state the same. For services involving minors, the Commercial General 
Liability policy shall provide coverage for any incidents related or connected to or arising out of 
sexual misconduct, sexual molestation, sexual or physical assault, or abuse subject to $1,000,000 
separate limit per occurrence and $2,000,000 aggregate separate limit, and the corresponding 
certificate of insurance must indicate as such. 

C. Automobile Liability Insurance: (based on scope of Services, Merchandise and/or materials) 
subject to limits of not less than $1,000,000 combined single limit for each accident. Such 
Automobile Liability Insurance shall be for all owned, non-owned, and hired automobiles. 
(Cornell requires limits of $5,000,000 for any bus charter-related services. Aircraft or watercraft 
travel that is not a ticketed event (e.g., charters) requires higher insurance limits and pre-
approval from Cornell Risk Management and Insurance.) 

D. Umbrella/Excess Liability Insurance: subject to at least $5,000,000 per occurrence and follow-
form of the primary General Liability, Automobile Liability, and Employers Liability policies. 
These policies shall contain an endorsement stating that any entity qualifying as an additional 
insured on the insurance stated in the Schedule of Underlying Insurance shall be an Additional 
Insured on the Umbrella/Excess liability policy and that they apply immediately upon exhaustion 
of the insurance stated in the Schedule of Underlying Insurance as respects to the coverage 
afforded to any additional insured. 

E. All Risk Property Insurance: providing replacement cost coverage for any property damage to 
the Consultant’s property which is caused by a loss of any kind and description to any property 
brought onto Cornell University premises. The Consultant agrees to waive on behalf of itself and 
its insurance company subrogation against Cornell for any loss or damage, which is covered or 
should be covered by this insurance. 

F. Professional Liability/Errors & Omissions Insurance: subject to $1,000,000 per 
claim/$3,000,000 aggregate covering the activities of the Consultant. The coverage must be 
maintained during the Term of this Agreement and at least three (3) years following its 
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completion or earlier cancellation. Consultant’s policy will provide a carve-back to the “Insured 
versus Insured” exclusion for claims brought by or on behalf of additional insureds.  

G. Liquor Liability Insurance: (based on scope of Services, Merchandise and/or materials) with a 
minimum of $1,000,000 per occurrence. 

H. Crime Insurance: (based on scope of Services, Merchandise and/or materials) subject to at least 
$1,000,000 per occurrence. 

I. Environmental Liability Insurance: (based on scope of Services, Merchandise and/or materials) 
with a minimum of $5,000,000 per occurrence. The coverage must be maintained during the Term 
of this Agreement and at least three (3) years following its completion or earlier termination. 

J. Cyber and Technology Products & Services Liability insurance: (based on scope of Services, 
Merchandise and/or materials) with limits of not less than $5,000,000 for each wrongful act, that 
provides coverage for: 

1. Liability for network security failures or privacy breaches, including loss or unauthorized 
access, use or disclosure of Cornell Data, whether by Consultant or any of subcontractor or 
cloud service provider used by Consultant; 

2. Costs associated with a privacy breach, including notification of affected individuals, 
customer support, forensics, crises management/public relations consulting, legal services 
of a privacy attorney, credit monitoring and identity fraud resolution services for affected 
individuals; 

3. Expenses related to regulatory compliance, government investigations, fines, 
fees/assessments and penalties; 

4. Liability for technological products and services; 
5. PCI fines, fees, penalties and assessments; 
6. Cyber extortion payment and response costs; 

 
If the Cyber Liability policy is written on a claims-made basis and non-renewed at any time 
during the Term of this Agreement, the Consultant shall purchase an Extended Reporting Period 
for at least a two-year period. The Consultant’s policy will provide a carve-back to the “Insured 
versus Insured” exclusion for claims brought by or on behalf of additional insureds. 
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APPENDIX 2  
Information Technology Standard Terms and Conditions 

 
1. Purpose; Order of Precedence. Consultant agrees to comply with the terms and conditions 
contained in this Appendix 2, Information Technology Standard Terms and Conditions. “Cornell Data” as 
used herein includes all electronic data that Consultant holds, maintains, or stores for Cornell, including, 
but not limited to, all Personally Identifiable Information (PII) and other nonpublic data, including 
Personal Data subject to the European Union General Data Protection Regulation (GDPR) or foreign law 
equivalent, student record data, student financial aid data, personal health information, credit card data, 
research data, and any other data supplied to the Consultant by or on behalf of Cornell or its authorized 
users. To the extent of any conflict between this Appendix 2 and other contract provisions in the 
Agreement regarding the same subject matter, the terms of this Appendix 2 shall control; provided, 
however, the Appendix 2 terms and conditions shall be in addition to and not in lieu of, any more 
stringent terms and conditions that may exist in the parties’ other agreements.  
 
2. Data Security. Consultant shall employ reasonable and appropriate administrative, physical, and 
technical safeguards to secure any Cornell Data stored and/or processed by Consultant from unauthorized 
access, disclosure, alteration, and use. Such measures must be no less protective than those used to secure 
Consultant’s own data of a similar type, and in no event less than reasonable in view of the type and 
nature of the data involved. 
 
2.1  Consultant will use industry-standard and up-to-date security tools and technologies such as 
encryption (both at rest and in transit), multifactor authentication, anti-malware protections, network and 
host-based firewalls, vulnerability management and intrusion detection methods in providing the Services 
under this Agreement. Consultant will update its tools and technologies during the course of this 
Agreement as industry standards change and updated tools and technologies become available. Consultant 
will, at no additional cost to Cornell, conduct an information security and privacy risk assessment, no less 
than annually, in order to demonstrate, substantiate and assure that the security and privacy standards and 
practices of Consultant meet or exceed industry standards. Risk assessments will be performed according 
to appropriate industry security standards for the type of Cornell Data in use (e.g., the EDUCAUSE 
Higher Education Cloud Vendor Assessment Tool (HECVAT)), in addition to either an International 
Standards Organisation (ISO) 27001 certification or a third-party Service Organization Control (SOC) 
SOC2 Reports, SOC 1 and SOC 2, or other security audit with audit objectives deemed sufficient by 
Cornell. At a minimum, risk assessment must include review of Consultant’s security policies, procedures 
and controls; performance of vulnerability scans (authenticated and unauthenticated) and penetration tests 
against internal and external networks and applications periodically and prior to system provisioning for 
systems or applications associated with the access, processing, storage, communication and/or 
transmission, store or transmit Cornell Data; and Consultant will generate audit logs. Upon reasonable 
request, Consultant shall furnish Cornell with an executive summary of findings of the most recent risk 
assessment, audit report, or Service Location Audit Report so that Cornell can reasonably verify 
compliance with the requirements set out in this Agreement. If the findings of the risk assessment 
identifies either: a potentially significant risk exposure to Cornell Data, or other issue indicating that 
security and privacy standards and practices of Consultant do not meet the requirements set out in this 
Agreement, then Consultant shall notify Cornell to communicate the issues, nature of the risks, and the 
corrective active plan (including the nature of the remediation and the time frame to execute the 
corrective actions). Cornell reserves the right to conduct or commission additional tests, including in its 
sole discretion to perform security audits, relevant to the Services, in order to supplement Consultant’s 
assessment, at Cornell’s expense. Consultant shall cooperate with such effort. 
 
2.2  Consultant will ensure that its employees, subcontractors and agents who perform work under this 
Agreement receive appropriate instruction as to how to protect data consistent with the provisions of this 
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Agreement. Consultant will perform background checks on all personnel who have potential to access 
Cornell Data. Background checks will be performed in accordance with the Fair Credit Reporting Act and 
will, at a minimum, include Social Security Number validation and trace or foreign equivalent, seven (7) 
year felony and misdemeanor criminal records of federal, state, or local courts, and upon Cornell request, 
denied party screening (which includes Office of Foreign Assets Control List (OFAC), Bureau of Industry 
and Security List (BIS) and Office of Defense Trade Controls Debarred Persons List (DDTC)). 
 
3.  Location of Infrastructure and Storage. Consultant agrees to locate all servers and related 
equipment and infrastructure used to provide the Services and to store and/or process Cornell Data in the 
United States. If stored in a multi-tenant environment, Cornell Data shall be segregated from other data. 
Consultant shall maintain a process for backup and restoration of Cornell Data. 
 
4. Security Incident Response. Upon becoming aware of any actual or suspected unauthorized 
disclosure of or access to any Cornell Data stored on Consultant’s equipment or in Consultant’s facilities, 
or unauthorized access to any equipment or facilities reasonably expected to result in loss, disclosure, or 
alteration of Cornell Data or other related information (each a “Security Incident”), Consultant will: (1) 
promptly notify Cornell at security@cornell.edu of the Security Incident within 72 hours; (2) investigate 
the Security Incident and provide Cornell with detailed information about the Security Incident; (3) take 
reasonable steps to mitigate the effects and to minimize any damage resulting from the Security Incident; 
(4) take prompt and appropriate corrective action aimed at preventing the reoccurrence of a similar 
Security Incident in the future; and (5) hold Cornell harmless from and reimburse any costs associated 
with a data breach attributable to the actions or inactions of Consultant, which costs shall include, but not 
be limited to, the mailing of legally required notices, providing credit monitoring, and 
governmental/regulatory fines and penalties that may be due and owing. Notwithstanding any terms to the 
contrary in this Agreement, the foregoing costs shall be deemed direct damages, not consequential 
damages or otherwise. 
 
5.  Non-Infringement. Consultant shall indemnify and defend Cornell from and against all third 
party claims for losses, damages, and costs, including reasonable attorneys’ fees incurred by Cornell 
resulting from any third party claims, suit, action, or proceeding alleging that the software products or 
services provided to Cornell and when used as authorized and in accordance with this Agreement, 
infringes or misappropriates such third party’s intellectual property rights, including, but not limited to, 
patents, trademarks, copyrights, or trade secrets. In the event of such claims, Consultant, at Consultant’s 
sole discretion, may modify or replace the software, products or services, in whole or in part, to make it 
non-infringing, provided that such modification or replacement does not materially diminish the utility or 
functionality or the products or services; obtain in a timely manner the right for Cornell to continue its 
use; or terminate the Agreement, in its entirety or with respect to the affected component or part, upon 
written notice to Cornell and provide Cornell a prorated refund for any remaining term or as of the 
effective date of notice. 
 
6.  Data Transfer Upon Termination or Expiration. Upon expiration or termination of the 
Services, Consultant will deliver to Cornell all work performed under this Agreement and return to 
Cornell in a readily usable format, remove, or securely delete or destroy, as directed by Cornell, all 
Cornell Data. “Securely destroy” for purposes of this Agreement means taking actions that render data 
written on media unrecoverable by both ordinary and extraordinary means; these actions must meet or 
exceed those sections of the National Institute of Standards and Technology (NIST) SP 800-88 guidelines 
relevant to data categorized as high security. 
 
7. Compliance with Applicable Laws and University Policies. Consultant warrants and represents 
that it will comply with all federal, state, and local laws, including data protection and data privacy laws, 
applicable to the Consultant's performance of the Services under this Agreement. Prior to gaining access 

mailto:security@cornell.edu
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to Cornell’s systems and/or prior to gaining access to Cornell’s facilities to perform Services, Consultant 
personnel will always agree to the requirements for access privileges and act in compliance with Cornell’s 
policies and procedures. Consultant and all individuals assigned by Consultant to a project under this 
Agreement must comply with Cornell policies.  
 
8.  Gramm-Leach-Bliley. Consultant represents that its management and storage of Cornell Data 
shall in all respects, including, without limitation, administrative, physical and technical aspects, meet the 
privacy and security standards set forth in Gramm-Leach- Bliley Act, 15 U.S.C. sections 6801-6809 
(“GLBA”) and its implementing regulations. Without representing that it is subject to GLBA, Consultant 
understands that it may have access under this Agreement to Cornell financial information and other 
nonpublic personal information protected by law. To assist Cornell in meeting Cornell’s GLBA 
obligations, Consultant will implement, maintain, and use appropriate administrative, technical, and 
physical security measures to protect the confidentiality and integrity of all electronically maintained or 
transmitted Cornell Data. 
 
9.  PCI DSS Compliance. The credit card industry has developed technical and business standard 
that affect the way in which credit card business is conducted, called “Payment Card Industry Data 
Security Standards” (PCI DSS) (www.pcisecuritystandards.org). All processes, procedures, or 
technologies must follow the security standards dictated in the credit card industry’s “Payment Card 
industry Data Security Standards” (PCI DSS). Consultant must submit annually, an Attestation of 
Compliance (AOC), which is evidence of a successfully completed PCI DSS assessment. Failure to 
submit annually an Attestation of Compliance (AOC) or a successfully completed PCI DSS assessment 
indicating Consultant is PCI-compliant will result in this Agreement being null and void. 
 
10. Web Content Accessibility. In accordance with the Americans with Disabilities Act of 1990 and 
Section 504 of the Rehabilitation Act of 1973, all web pages, web functionality, websites or web 
applications developed or provided under this Agreement will attempt to conform to the W3C Web 
Content Accessibility 2.2 Level A and AA Guidelines that can be found at 
https://www.w3.org/WAI/WCAG22/quickref/. If Consultant is hosting websites or providing web design 
services or web-based products, and if required, shall provide written evidence that their product or 
service addresses each of the WCAG 2.2, Level A and AA success criteria. For any area of 
nonconformance, Consultant should describe any planned remediation roadmaps, including timelines and 
steps that will be taken to achieve full conformance, as well as interim workarounds to enable access by 
individuals with disabilities. Consultant may be required to demonstrate how to use the product with 
assistive technology and may be required to undergo third-party accessibility testing. Consultant must 
provide contact information to facilitate more detailed inquiries from Cornell if so required. If Cornell 
notifies Consultant that a person has made a claim against Cornell concerning accessibility of software, 
products, or services furnished by Consultant under this Agreement, Consultant will make reasonable 
efforts to work with Cornell to remedy the claim in a timely manner. If Consultant and Cornell are unable 
or unwilling to remedy the claim in a timely manner, then Cornell may, at its option, terminate this 
Agreement, in whole or in part, upon written notice to Consultant without penalty to Cornell or to provide 
Consultant an additional right to cure. Upon termination by Cornell pursuant to this Section, Consultant 
will refund to Cornell that portion of paid fees, pro-rated for the remainder of the Term.  
 
11. Transition Assistance. In the event of expiration or termination of this Agreement,  
upon request Consultant shall provide all reasonable and necessary assistance to Cornell to allow for a 
functional transition to another vendor. If requested by Cornell in writing, Consultant shall provide 
Cornell with mutually agreeable transition services at Consultant’s then current rates during an agreed 
upon period of time prior to the effective date of the termination or expiration of this Agreement or 
mutually agreed upon extension (“Transition Period”). The parties shall update the Schedule A to reflect 
the fees and transition services to be provided by Consultant during the Transition Period. 
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12. Service Level Standards. Subject to the terms and conditions of this Agreement, Consultant will 
use commercially reasonable efforts to make the software, products, and services available at least ninety-
nine and one half percent (99.5%) of the time as measured over the course of each calendar quarter during 
the Term, excluding exceptions for scheduled downtime, or service level failure due to acts or omissions 
caused by Cornell or its authorized users, a force majeure event or other exceptions outlined in this 
Agreement. 
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Schedule A 
 
 
SCOPE OF SERVICES 

☐See attached (check if document attached) 
 
Project Description, Work Scope, and Deliverables: 
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Schedule B 
 
 
PROJECT TIMETABLE AND TASK DESCRIPTION  

☐See attached (check if document attached) 
 

Detail and explanation of the agreement between Cornell and 

Consultant: Completion Date: 
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Schedule C 
 
 
PAYMENT AMOUNT AND SCHEDULE 

☐See attached (check if document attached) 
 
Payment Amount and Schedule: (Specify assigned consultant(s), hourly rate(s), and/or per project 
amount(s), estimated total hours, term of assignment (if applicable): 
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Schedule D 
 
 
CONSULTANT’S PERSONNEL 
 
 

☐See attached (check if document attached) 
 
List of Consultant’s Personnel: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
List of Cornell’s Representative(s): 
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In witness whereof the parties hereto have caused this Agreement to be executed by their 
respective duly authorized representatives. 
 
 
Company Name:   
 
Signature:  ________________________________________ 
Signature Date: ________________________________________ 
Print Name:  ________________________________________ 
Title:   ________________________________________ 
Phone:   ________________________________________ 
Email:   ________________________________________ 
Address:  ________________________________________________________________ 
 
 
 
Cornell University Procurement and Payment Services: 
 
Signature:  ________________________________________ 
Signature Date: ________________________________________ 
Title:  Procurement Agent 
Email:  ___________________@cornell.edu 
Address:  377 Pine Tree Road, Ithaca, NY 14850 
Purchase Order #: _________________ 
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